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1. Sazetak

Za potrebe rjeSavanja zadataka koji su navedeni u projektu koristit ¢e se ra¢unala: DC, S1, S2 i CLI.
Kao prijedlog projektnog zadatka odabrana je prva tocka u kojem ée se povezati dvije lokacije
koristenjem L2TP(Layer 2 Tunneling Protocol) tunela. Postaviti DFS(Distributed File System) kako bi
obje lokacije imale pristup dijeljenim podacima. Pri zavrSetku prve tocke zadatka slijedi
implementacija IPAM-a(IP Address Management), gdje je u AD potrebno dodati 30, Computer”
objekata, u DNS-u im pridodati IP adrese koje su razbacane po subnetima i podiéi DHCP server za oba
sajta. Struktura rjeSenja infrastrukture, popis instaliranih uloga, IP adresa te ostalih karakteristika
svakog racunala moZze se pronadi u poglavlju ,Opis infrastrukture®.



2. Opis infrastrukture

Ime racunala: JANACH-DC
)
-

Domena: janach local
If
{

LAM IP: 192.168.1.1/124
DC ratunalo }L
Fy

GW: 192.168.1.2/24
A

|\ WAN IP:/

|

!
/

' Instalirane role: -~

Iy
|

ADDS - Primary Domain Controler
DME
Ime racunala; JANACH-51

Domena: janach.local

| -
L‘f LAM IP: 192.168.1.2/124
-
. 51 racunalo

o

WAM IP: 89.80.89.0/24
\
|
'i:-DSI'u'IIS— seminarski projekt )

. RRAS
I,r DFS Mamespaces
\_ Instalirane role: |~ -
. DFS Replication
; e
o \ __T'-; Ime ratunala; JANACH-52
,u'f Domena; janach.local
/" LAN P 19216821
.\\1 -
“\_ 82 ratunalo

WAN IP: 89.89.89.0/24

1 -
| !

|
1
\ L}
\ e
I|
\

ADDS - Additional/Backup Domain Cantroller
| RRAS
i
Instalirane role: |

DFS Mamespace
‘r\ DFS Replication
. DHCP

#

Ime racunala; JANACH-CLI
Ill.

Domena: janach.local
1 [
. Cllrafunalo | LAMIP: 192.168.2.2

i

GW: 192.168.2.1
| WANIP:/

Slika 1: opis infrastrukture



3. Topologija infrastrukture

RVER1 janach local
RRAS
DFS+R
IPAM

182.1658.1.0/24

SERVERDC janach.local
Active Directory
DNS

69.59.89.0/24
L2TP

SERVER2 janach |
Active Directory
RRAS
DFS+R
DHCP

192.165.2.0/24

Slika 2: topologija infrastrukture
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4. Razrada projekta — projektno rjeSenje

4.1. Postavljanje domene

Prije uspostave L2TP tunela i DFS-a potrebno je dodati S2 ra¢unalo u domenu kao ,,Domain
Controller”. Kad smo dodali S2 DC u domenu potrebno je uspostaviti L2TP tunel (vise u ,,Uspostava
L2TP tunela“). Nakon uspostave tunela potrebno je konfigurirati mrezne kartice, nazive racunala,
,,AD Sites and Services” na DC racunalu. Na kraju kad je sve uspjesno postavljeno dodati CLI1
racunalo u domenu.
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Slika 4: osnovna konfiguracija S2 i CLI1 racunala
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@i Active Directory Sites and Servic
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w [ Inter-Site Transports
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] SMTR
w | Subnets
> 3 1921681024
v B 192.168.2.0/24
v E Default-First-Site-MNarne
v ] Servers
v F JANACH-DC
> B NTDS Setting:
v E Drugisite
v ] Servers
v F JANACH-S2
B NTDS Setting:

Marne Site

53102.168.1.0/24 Default-First-Si..

fE9192.168.2.0/24 DrugiSite

Location Type
Subnet

Subnet

Description

Slika 5: prikaz konfiguracije "AD Sites and Services" na SERVERDC racunalu
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Action  View Help

WIN-SERVER2-2019 - YMware Remote Console
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@i Active Directory Sites and Services [JAMACH-52 janach.local]

w || Sites
~ || Inter-Site Transports
=P
> ] SMTP
w |7 Subnets
> I\_ij 182.168.1.0/24
» I\_{J 192,168.2.0/24
~ E Default-First-Site-Mame
v [T Servers
v JANACH-DC
B NTDS Settings
v E DrugiSite
w | Servers
v 3 JANACH-52
[ NTDS Settings

MName

_.j_.j <automatically generated >

From Site

Default-First-5i...

From Server
JANACH-DC

Type D

Connection

Slika 6: prikaz konfiguracije "AD Sites and Services" na SERVER2 racunalu
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2 DNS Manager -
File  Action  iew Help
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~ | Forward Lookup Zones =
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| _msdcsjanach.local j i
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_=‘_ 1.168.102.in-addr.arp E-I(same as parent folder) Host {4 192,168.1.3 65,2020, 21:00:00
=) 2.168.192.in-addr.arp E-IDESKTOP-GV3RGTM Host (4) 192.168.2.2 65,2020, 22:00:00
| Trust Points E—lj.&NACH-CLI Host (4] 192.168.2.2 static
7| Conditional Forwarders || [E]janach-dc Host {4 19216811 static
[E1amMacH-s1 Host (&) 192.168.1.2 65,2020, 12:00:00
ElianacH-s2 Host (&) 192.168.2.1 static
E-IJANACH-SE Host (8) £0.80.80.45 static
Slika 7: prikaz DNS konfiguracije na SERVERDC racunalu
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Slika 8: prikaz DNS konfiguracije na SERVER2 racunalu

Type Data Timestamp

Start of Authority (SOA) [118], janach-s2janach.lo...  static

Narne Server (N5) janach-dc.janach.local. static

Narne Server (N5) janach-s2.janach.local. static

Host (4) 89.89.89.45 6.5.2020. 22:00:00
Host (&) 192.168.2.1 6.5.2020. 21:00:00
Host (4) 192.168.1.1 6.5.2020. 19:00:00
Host (4) 192.168.1.1 static

Host (4) 192.168.1.2 6.5.2020. 19:00:00
Haost (4) 172161011 static

Host (4) 172.16.100.2 static

Host (4) 280.89.80.45 static

Host (4) 192.168.2.1 static




4.2, Uspostava L2TP tunela

Povezati SERVER1 i SERVER2 racunala L2TP tunelom kako bi povezali dvije lokacije DC | S1iS2 | CLI

Kako bi to bilo ostvarivo potrebno je konfigurirati mrezne kartice, ukljuciti WAN mreZnu karticu i
podignuti RRAS(Remote Access) ulogu na SERVER1 i SERVER2 racunalu.

Instalirati RRAS(Direct Access and VPN + routing) ulogu na SERVER1 i SERVER2 racunalu i nakon
instalacije dovrsiti ¢arobnjak uz odabir VPN deploy.

VMRC +

T Add Roles and Features Wazard

Installation progres:

p

Group Policy Managems
RAS Connection

=l Remote Access 1

s and VPN (RAS)

Manager Administration Kit (CMAK)

B Local Server 1

® Manageab

ity ® Manageabitty

Events

Performance

5

554

Events
Performance

BPA results

Remote Access 1

B Local Server 1

Manageability

Events

® Manageabiiity

Slika 9: prikaz instalirane uloge na SERVER1 i SERVER2 racunalu

Zavrsenom instalacijom RRAS konzole pokrenuti konfiguraciju: ,,Custom Configuration®, , VPN Access
i ,Demand-dial Connections” na SERVER1 i SERVER2.

Podesiti sigurnost i IPV4 postavke na oba racunala.

IANACH-$1 (ocal) Propertis ?

| Gensal Secuiy IPve IPVG IKEv2 PP Loggng

x

Generdl Secudy IPv4 VG IKEv2 PPP  Logoing

access

chents

7 Enable IPvd Fomarding

JANACH-S2 (local) Properties ? x

General Secuity IPvé  IPv6  IKEV2 PP Logong

sccess chents
! and demand dial routers.
P4 address asmgranent Authertication povider.
This seever can astign IPvé addiesses by uting: [Wedows Autherticabon =]
© Dynamic Host Configration Protocol (DHCP)
EditIPwd Address Range ? X ‘j o
sesson:
Type a stasting IP addeess and either an ending IP addiess o the rumber of
addesses in the tange. Accounting provider
[Wodows hecomting =] ndone. =
ooty StartIP address % 100, 1 [Whcous Accosied
The custom IPsec polcy specifies a preshared key o L2ZTP/KEv2 The custom IPsec polcy speciies a preshared key for L2ZTPAKEV2
connectons. The R servce. EndIP sddress: 172, 16100, D connections. The Rouing and Remate ervice shoud be started to
m!‘mw&n eable cl set this option. IKEv2 iniatoes configured o authenticate this serves using
tiicate wal ot to connect
ceiticats. o N  — cedifcate vl no be able to connect.
¥ Aow custom IPsec polcy for L2TPAKE V2 connection ¥ Allow custom IPsec policy for L2TP/IKE V2 connection
Preshared Key. Preshared Key:
[PassnPastntrd oK Cancel [PasswordPassnand
SSL Cesticate Bindng SSLC
I~ UseHTTP ™ Use HTTP
‘server should use to bnd with SSL (Web Listener) server should use to bind with SSL (Web Listener]
Certificate:  [Defott - Certificate: Dottt -
Cancel el (3 Concel

ok ][ comcel |1 oo

Generdl Secunty P& IPV6  IKEv2 PPP  Loggng

| EnsblePv Foadng

1Pv4 address sssgrment

This serves can aseign IPYd addiesses by using

€ Dynanic Host Conliguation Protocal (DHCP)
EditIPv4 Address Range 7. X

Type & starting IP adckess and ethes an ending IP address os the rmber of
addesses inthe range.

StartIP address: 16.101. 1
End P address: 172.16 101 30
Number of addresses: £l
[ ox Cancel
(3 Cancel Aol

Slika 10: prikaz podeSenih sigurnosnih i IPV4 postavka na oba racunala



Dial-in se postavlja na SERVERDC racunalu.
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Slika 11: omogucen Dial-in za SERVER1 racunalo
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Slika 12: omogucen Dial-in za korisnika administrator
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Slika 13: omogucen group policy za RRAS konekcije na SERVER1 i SERVER2 racunalu



4.2.1. Kreiranje Demand-dial interface-a

NuZno je napraviti novi Deamnd-dial interface imena L2TPvpn na SERVER1 i SERVER2 racunalo kako
bi se uspostavio tunel. Pritom paziti na adresu destinacije 89.89.89.0/24.

VPN -> L2TPvpn Remote public 89.89.89.0/24 adresa SERVER2 radunala -> Dodavanje novog
korisnika za Dial-In -> dodavanje static¢ke rute za remote lokaciju 172.16.101.0/24, metric 10 ->
PaSSwOrd -> Dial-out korisni¢ki podaci: L2TP, Pa$SwOrd

(®) Femots: Neswerk: Suppsitusng Pud
Desnamar: w2

Mt Mgk

Meric

) Remots: Neswerk Suppset usng (PYE

oK Cancel
0%

Device Name

e ) E257AL
TteF) B2574L

) ce prashared by for suthenication (@) Lse rechared ke or athentication
cey: [ PasnirPaginord ¥ey: [ BatboiriPagindd

(O Use certficate for authenteation

) Lise certicate for mutherkation

Slika 15: omogucavanje autentifikacije za L2TPvpn Demand-Dial interface
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Slika 17: testiranje konekcije izmedu SERVER1 i SERVER2 koristeci tracert naredbom
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4.3.

Instalacija DFS-a

Kad je L2TP tunel uspostavljen potrebno je instalirati DFS uloge na SERVER1 i SERVER2 racunalo.
NuzZno je instalirati ,DFS Namespaces” i ,,DFS Replication®.

File and Storage Services.
File and ISCS Services
DFS Namespaces
DFS Replication
File Server

Remote Server Administration Tools
Role Administration Tools
File Services Tools
DFS Management Tooks

Fie and Storage Services
File and ISCS1 Services
DFS Namespaces
DFS Repication
Remote Server Adminitration Tools
Role Administration Tools
File Services Tooks
DFS Management Tools

g running tasks. View task progress or open this page again by clicking Notifications i

upting running tasks. View task progress or open this page again by cicking Notifications

bar. snd then

Close

A 2019-PPS062-K

VMRC +

4 New Replication Group Wizard -

=N =N === WOR

[u]
X

N
;e‘é‘ Review Settings and Create Replication Group

Steps:
Replication Group Type
Mame and Domain
Replication Group Members
Topology Selection

Replication Group Schedule
and Bandwidth

Primary Member
Folders to Replicate

Local Path of REPO on Other
Members

Review Settings and Create
Replication Group

Confirmation

You selected the following settings for the new replication group. if the settings are
comect, click Create to create the new replication group. To change a setting, click
Previous, or select the appropriate page in the orientation pane.

Replication group settings:

Replication Group Name:
REPO

Replication Group Description:

Domain of Replication Group:
janach local

Replication Group Members (2):
JANACH-51
JANACH-52

Topology type
Full mesh

List of connections (2):
JAMACH-52 -> JANACH-S1
JAMACH-51 -» JANACH-52

Default Connection Schedule:
Replicate continuously with Full bandwidth

Primary Member:
JANACHS1

Replicated Folder Name
REPO

Member: JANACH-51
Path: C:\REFO
Status: Enabled

Member: JANACH-52
Path: C\REFO
Status: Enabled

NTFS Permission: Custom

Slika 19: konfiguracija DFS replikacijske grupe
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-?5 DFS Management

Slika 21: uspjesno konfigurirana replikacija

— *
[ File Action View Window Help -5 %
€= nm H
-?'_x‘ DFS Management REPO (janach.local) Actions
v ;ﬁ MNamespaces -
v 3 Wanach.local\Public Memberships = Connections Replicated Folders | Delegation REFO -
5 OSMIS - projekt 1 entries 5" New Member...
Replicat i
v % cplication Staste | Replicated Folder ¢ | MNarnespace Path % NewReplicated Folders...
% rRePO )
+ + Mew Connection...
Mew Topology...
Create Diagnostic Repo...
[ Share and Publish Replicated Folder Wizard — O X Verify Topology...
- Delegate Management ...
3_}'?] Review Settings and Share Replicated Falder Edit Replication Group ...
K Remove Replication Gr...
Steps: You selected the following settings for sharing the replicated folder. If the settings View »
are comect, click Share to share or publish the replicated folder. To change a )
Publishing Method setting, click Previous, or select the appropriate page in the orientation pane. Mew Window from Here
Share Replicated Folders x Delete
MNamespace Path Shared folder settings: |G Refresh
Review Settings and Share Publishing Method: i
Replicated Fgﬁjer Share and publish the replicated folder in a namespace. 3 Properties
Confirmation Shared Folder Names: Help
JANACH-51 : Create shared folder: REPO PO "
JANACH-52 : Create shared folder: REPO
Publish Using Namespace Path: Share and Publish in N...
“Wanach local\Public\Files 3 Properties
Create Folder Targets(2): Delete
“WJANACH-51janach local \REPO
“WJANACH-52 janach local\REPO)| Help
| < Previous | I Share I | Cancel |
Slika 20: konfiguracija "Share Replicated" foldera
z_ua 2015-PP5062-KZO5-WIN-SERVER1-2019 - VMware Remote Console - [m] >
VMRC ~ - & o =068 8 68 e I B I
[ DFS Management - =
74 File Action View Window Help -8 %
= nm H
v 3 Namespaces | T e a e |
) = REPO -
v & “\janach.local\Public Folder Targsts | Repication
ﬁ REPO 2 entries Add Folder Target...
Replicati
v % épﬁ:;;gn Type | Referral Status ‘ Site | Path £ Rename Folder...
¥ Enabled Default-First-Ste-Name \WANACH-51janach local\R... Move Folder..
_'E Enabled DrugiSite “WWANACH-52 janachlocal'R... Stop Replicating Fol...
View 3

MNew Window from ...
Cut

Delete

Refresh

Properties

HED X s

Help
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# Cuick ccess
B Desitop
& Downlonds

Documents

& Pictures

System32
W This PC

b Network

Windows (CI Ln1,Col22 100%

# Quick access
I Desktop

testai

Pozdrav profesore! :)

Vindows (C| Ln1, Coi22 100%

@ OneDrive

1 This PC

b Network

Pozdrav profesore! :)

Pozdrav profesore! :)

Slika 23: testiranje pristupa podataka sa putanje \\janach.local\Public\REPO (S2 i CLI)
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5 This pC

b Network

anachJocal\ Public\REP

#+ Quick acces:
0 Dese
& Downloass

] Tesni2

| tester

Z Documents
& Pictures

b Music

B videos
@ OneDiive

B ThisPC

b Network

" Date m|

Test

jamschlocal

PR 7]
[haro mocs
Membarstios  Comectons  Rephcated Foldes  Delegation REPO s
o
State | SendngM... | Connectio.. | Sending Ste | Receing .. | Schedule T...  Receiving S B New Raplcated Feld.
Public JANACH-S1 Enabled Defatt-Frst: JANACH-S2 Rephcation DrugSte pon
J Verify Topology
Geneedl Secuty Prevous Versons OFS  Custorae Mook > Joneciiocs > PUklE e Replication
\Nanach local\Pubic:\REPD 4
L
Genersl  Secuty Previcus Versors  OFS  Customize
1 Network
©okuraioy| | Crackoun | | @sahcine
©0exrHutoy | Oreck Status st Actve
o

Slika 25: na sitel strani odgovoran je SERVER1
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WELCOME TO SERVER MANAGER

Network » janachlocal » Pubb

REPO Propertie %

4 Downioads Download
Customze 4 ” Genersl  Secutty Previous Versons  OFS
cummanks Documents.
& Pictres = e o P FEPG
"o . Fee R
System® - Ll REPO Pt Acive ama
Sl oam imachio__No
= i
2 Network
GOty | | Cwcksms [
G
TR g 1 ®» s 1 -
2ervices Logon Domain: JANACH

sgeabilty ) Ma Machine Domain: JANACH
08 Version Windows 10
User Name: Administrator

Slika 26: na site2 stranice odgovoran je SERVER2
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4.4, IPAM

IPAM infrastruktura za ovaj zadatak: S1 — instalirana IPAM rola, S2 — instalirana DHCP rola. Nakon
instaliranih rola i uspjesne konfiguracije IPAM-a potrebno je dodati 30 ,,computer objekata” i za svaki
taj objekt dodijeliti IP adresu u DNS-u. Za kraj sve provjeriti NSlookup naredbom i IPAM-om.

Instalirana DHCP uloga na SERVER2 racunalu. Instalirana IPAM uloga na SERVER1 racunalu.

Slika 27: prikaz DHCP i IPAM uloge na SERVER1 racunalu
Zatim pokrenuti PowerShell komandu ,, Invoke-lpamGpoProvisioning“.
Gpupdate /force na svim ra¢unalima.

Na SERVER1 gdje je instalirana IPAM uloga potrebno je pokrenuti ,,Provisioning Wizard“.
Konfigurirati SERVERDC i SERVER2 tako da SERVERDC bude type: DC i DNS, a SERVER2 bude type: DC,
DNS i DHCP.

@IV i b e

Slika 28: prikaz uspjesne konfiguracije
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racunalo dobilo IP adresu DHCP-om.

Pomocu IPAM-a kreirati ,,Scope” kako bi CLI
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Slika 29:

uspjesno kreiran "Scope"

Konfiguracija na IPAM-u uspjesno je prenesena na DHCP server racunalo(SERVER2).
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Slika 30: prijenost konfiguracije na DHCP SERVER2 racunalo
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Slika 31: CLI racunalu uspjesno je dodijeljena IP adresa DHCP-om

Slika 32: prikaz dodanih 30 "Computer" objekata u AD Users and Computers
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Svakome dodanome objektu pridodati IP adresu. npr. Za svakih 10 racunala dodijeliti IP adrese iz
jednog range-a subneta, pa za drugih 10 iz drugog range-a subneta. Zatim provjeriti da li su se DNS
zapisi replicirali na S2 DC.
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Slika 34: Test NSlookup naredbom sa SERVER1 i CLI racunala

Ovime zavrsava projektni zadatak.
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