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1. Sazetak

Cilj projekta je kreirati infrastrukturu koja ée omoguditi tvrtki Krizi¢ prijevoz da unaprijedi svoje
poslovanje, ali i ostaviti prostora za laki i jednostavan rast. Infrastruktura koju je potrebno realizirati
je opisana u poglavlju ,Zahtijevi infrastrukture®. Racunala koja ce se koristiti su O0S1 i 00S2 koja
imaju instalirani CentOS operacijski sustav.

2. Zahtijevi infrastrukture

Potrebno je kreirati sustav koji ée omoguciti centralnu administraciju za 50 ili viSe korisnika. Svakome
od korisnika dodijelit ¢e se uloga unutar organizacije. Generalno, zahtjevi koje je potrebno izvrsiti su:

6.

A A

Centralni autorizacijski server

Mail server sa webmail funkcionalnos¢u
VPN pristup

Intranet i extranet

Lokalni DNS

File server koji mora podrzavati Windows i Mac racunala

Struktura rjesenja infrastrukture, popis instaliranih rola, IP adresa te ostalih karakteristika svakog
racunala pronaci ¢ete u poglavlju ,,Struktura infrastrukture®.



3. Opis infrastrukture

00S1 racunalo:

Ime racunala: oosl.janach.local
Domena: janach.local

Ens192: DHCP protokol

LAN IP ens224:192.168.1.1/24
LAN IP ens256: 192.168.10.1/24
DNS: 127.0.0.1

Role:

-FreelPA server

-DNS —integrated FreelPA DNS
-Vpn sclient: openVPN
-Iscsi-initiator

-VPN client(OpenVPN)
-Backup racunala - BackupPC

00S2 racunalo:

Ime racunala: oos2.janach.local
Domena: janach.local

Ens192: DHCP protokol

LAN IP ens224: 192.168.2.2/24
LAN IP ens256: 192.168.10.2/24
DNS: 192.168.1.1

Role:

-FreelPA klijent

-Mail server: postfix | round cube

-Intranet i extranet: httpd, wordpress, nginx mediawiki
-File server: targetcli (iSCSI)

-VPN server(OpenVPN)

-Backup racunala - BackupPC

Hostname - oos1.janach.local Hostname - oos2 janach.local

Centralni autorizacijski posluZitel] - FreelPA { Mail server - Postfix, Round Cube

- | I |~

DMS - integrated FreelPADMNS 1 ) Intranet i extranet - Wordpress, nginx

~, 0051 [ NADOS projekt ) 0082 |-
VPN pristup - OpenVPN Tt~ . File server- AFSiSMB

Backup raéunala - BackupPC ‘ ' Backup ratunala - BackupPC

rsync \_ rsync

Slika 1: prikaz opisa infrastrukture koji je izraden u FreeMind softwar



4. Topologija infrastrukure

-
A A

ens192: DHCP

00S1
oos1 janach.local

Popis servisa;
FreelPA server
Integrated FreelPA dns
OpenVPMN client
BackupPC

ens224: 192.165.1.0/24
ens256: 192.165.10.0/24

Internet

ens192: DHCP

Host zapisi:

wiki.Janach_local - Media¥Viki

www.Janach.local - Wordpress

Mail.Janach.local - roundcube
192.163.10.2 BackupPC

Slika 2: prikaz topologije infrastrukture

0052
o0s2 janach.local

Popis servisa;
Postiix - RoundCube
Hitpd - Wordpress
MNainx - Media\Wiki
File server
VPM server
BackupPC



5. Razrada projekta — projektno rjesenje

5.1. Instalacija centralnog autorizacijskog posluzitelja na 00S1

Kako bi instalirali FreelPA server potrebno je kroz firewall propustiti portove, zatim pokrenuti
instalaciju FreelPA servera. Osnovna FreelPA konfiguracija je:

a) Nazivdomene: janach.local

b) Realm:JANACH.LOCAL

c) Netbios-name: JANACH

d) Hostname: oosl.janach.local
e) Admin password: PaSSwOrd

f) Forwarders: 1.1.1.1 8.8.8.8

g) Idstart: 10000 i idmax 2000000

Na O0S1 racunalu potrebno je promjena hostname, ip adrese na ens224 mreznom adapteru i dodati
host zapis u /etc/hosts:

& Applications  Places  Terminal he MonllsE & W O

student@locathost:/home/student

Slika 3: prikaz promjene hostname-a, ip adrese na ens224 mreZznom adapteru i dodanog host zapisa

Na O0S1 racunalu nuzno je pokrenuti firewalld servis i propustiti portove kroz firewall kako bi
FreelPA neometano radila.

#pokrenuti firewall i enable-ati ga:
Systemctl start firewalld

Systemctl enable firewalld
#propustiti portove kroz firewall:

Firewall-cmd --permanent -add-service={dns,freeipa-
ldap, http, kerberos, kpasswd,ldap,ldaps,ntp}

Firewall-cmd --reload



Racunalo O0S1 spremno je za instalaciju centralnog autorizacijskog posluZitelja jer zadovoljava sve
uvjete koje smo predhodno odradili. U sljedec¢im koracima slijedi instalacija i konfiguracija FreelPA.

Instalirati pakete koji su preduvjet instalaciji FreelPA:

Yum install ipa-server bind-dyndb-ldap ipa-server-dns -y

Instalirati FreelPA server:

Ipa-server-install --setup-dns --forwarder=1.1.1.1 --forwarder=8.8.8.8 --auto-reverse -p
»Pa\$\$word” -a ,,Pa\$\$wlrd” --domain=janach.local --realm=JANACH.LOCAL --netbios-

name=JANACH --hostname=00sl.janach.local --setup-kra --idstart=10000 --idmax2000000 --
mkhomedir --unattended

Mn1z30 & % O

stodentBlocalbost /home/studert

Slika 4: provjera konfiguracije i prikaz uspjesne instalacije FreelPA servera na O0S1 racunalu

Na IPA posluzitelj dodajemo DNS zapis za klijenta naredbom ipa dnsrecord-add moguce je ipa
dnsrecord dodati i kroz GUI web sucelje.

Ipa dnsrecord-add janach.local client --a-rec 192.168.1.2

Konfiguracija i instalacije FreelPA posluZitelja na O0S1 rac¢unalu je zavrsila, sljedeée Sto je potrebno,
a to je dodati O0S2 rac¢unalo u domenu. Stoga na O0S2 nuzZno je promjeniti hostname, IP adresu na
ens224 mreznom adapteru i dodati host zapis u /etc/hosts datoteku.

Slika 5: prikaz promjene hostname, IP adrese na ens224 mreznom adapteru i dodavanje host zapisa



TakoZer kao i na O0S1 rac¢unalu nuZzno je pokrenuti firewalld servis i propustiti portove kroz firewall
kako bi FreelPA neometano radila:

#pokrenuti firewall i enable-ati ga:
Systemctl start firewalld

Systemctl enable firewalld
#propustiti portove kroz firewall:

Firewall-cmd --permanent -add-service={dns,freeipa-
ldap, http, kerberos, kpasswd, 1dap,ldaps,ntp}

Firewall-cmd --reload

Zatim instalirati pakete koji su preduvjet za instalaciju FreelPA client-a.

Yum install ipa-client -y

Instalirati ipa client.

Ipa-client-install --domain=janach.local --server=oosl.janach.local --mkhomedir --force-
ntpd --principal admin --password="“Pa\$\$werd“ -unattended

VMR + & H oooa o s % wee ) -0 0080 %% %

i Applications  Places  Firefox hr Monl1346 5 #0 ®~| & Applications Places  Terminal b Monl13de 5 # O

Identity Management - Mozilla Firefox - 8 > student@oos1:/homed/student - o x

w Identity Management x| + Flle Edt View Search Terminal Help

« c @ & janach.local o n o &

T freelPA

Identity Palicy

CRefresh +Add | = v Enable | Actions.

user First Email Telephone Job
login name  lasthame  Status  UID  aderess Number Title

AdminstaGr | o 10000
Enabled

- Moilla Firefox

Slika 6: prikaz funkcionalnog rada FreelPA client-a na OOS2 racunalu



5.2. Intranet i extranet

Cilj je napraviti web stranice bazirane ne WordPress platformi. Wordpress ée se pokretati preko
httpd servisa ha mreznom adapteru ens256 IP adrese 192.168.10.2/24. Prema unutarnjoj mreZi
podici ¢e se MediaWiki sustav. MediaWiki sustav ée se pokretati preko Nginx servisa na mreznom
adapteru ens224 IP adrese 192.168.1.2/24. Servisi Httpd i Nginx pokrec¢u se na O0S2 racunalu. Kako
bi stranice koje se pokrec¢u preko Wordpress-a i MediaWiki bile osigurane TLS/SSL certifikatom isti ¢e
se zatraziti preko FreelPA centralnog autorizacijskog posluzitelja i biti primjenjen na obje stranice.

Na O0S2 racunalu potrebno je instalirati Nginx servis, pokrenuti ga i omoguditi da se pokreée
zajendo sa sustavom.

Yum install nginx -y
Systemctl start nginx
Systemctl enable nginx

Zatim nadograditi php s verzije 5.4. na 7.3 kako bi zadovoljili uvijete daljnje instalacije paketa.

root@oos2:~

Slika 7: prikaz nadogradnje php-a s verzije 5.4 na 7.3

Instalirati php-fpm te konfigurirati www.conf na putanji /etc/php-fpm.d/www.conf.

Yum install php-fpm -y
Systemctl enable php-fpm
Systemctl start php-fpm


http://www.conf/

Vim /etc/php-fpm.d/www.conf

$.COS7-2-2019 - VWiware Remote Console

- o x
= Applications  Places  Text Editor @ hr Wed1547 & @ O
Open v & OB £ Save || =| - x
;POTREBNO JE PROMJENITI USER I GROUP
user = nginx
; RPM: Keep a group allowed to write in log dir.
group = nginx
; The address on which to accept Fast(GI requests
; valid syntaxes are:
*ip.add.re.ss:port’ to listen on a TCP socket to a specific IPv4 address on
a specific port;
‘[ip:6:addr:ess]:port’ - to listen on a TCP socket to a specific IPv6 address on
a specific port;
‘port - to listen on a TCP socket to all addresses
(IPV6 and IPv4-mapped) on a specific port;
;  '/path/to/unix/socket’ - to listen on a unix socket.
; Note: This value is mandatory.
;POTREBNO JE PROMIENITI LISTEN NA SOCKET
listen = /run/php-fpm/php-fpm. sock
; Set listen(2) backlog.
; Default value: 511
;listen.backlog = 511
; Set permissions for unix socket, if one is used. In Linux, read/write
; permissions must be set in order to allow connections from a web server
; Default Values: user and group are set as the running user
mode is set to 0660
;KONFIGURIRATI PERMISSIONE ZA SOCKET FILE
listen.owner = nginx
listen.group = nginx
listen.mode = 0660|
; When POSIX Access Control Lists are supported you can set them using
; these options, value is a comma separated list of user/group names
; When set, listen.owner and listen.group are ignored
;listen.acl users = apache,nginx
;listen.acl groups =
; List of addresses (IPv4/IPv6) of FastCGI clients which are allowed to connect
; Equivalent to the FCGI WEB_SERVER ADDRS environment variable in the original
; PHP FCGI (5.2.2+). Makes sense only with a tcp listening socket. Each address
; must be separated by a cosma. If this value is left blank, connections will be
; accepted from any ip address
; Default Value: an
Uisten.allowed clients = 127.0.0.1
Plain Text v Tab Width: 8 ~ Ln 56, Col - N
@ Dastboard . Antonio Janach projekt . || 7] *www.con (fetc/php-fpm.d) - gedit 1/4

154

ST 0306200

Slika 8: na putanji dokumenta potrebno je promjeniti user i group, listen socket i permission-e za socket file

Izdavanje certifikata za TLS protokol pomocu FreelPA sustava. Sljedeée naredbe pokrenuti na serveru
na kojem je instalirani FreelPA centralni autorizacijski sustav.

Ipa service-add-host -host=00s2.janach.local HTTP/oosl.janach.local

Ipa-getcert request -r -f /etc/pki/tls/cert/oosl.janach.local.crt -k
/etc/pki/tls/private/oosl.janach.local -N CN=oosl.janach.local -D oosl.janach.local -K
HTTP/oos1.janach.local

Scp /etc/pki/tls/certs/oosl.janach.local.crt root@192.168.1.1:/etc/pki/tls/certs
Scp /etc/pki/tls/private/oosl.janach.local.key root@192.168.1.1:/etc/pki/tls/private
Instalirati pakete koju su preduvjet za instalaciju mariaDB servisa.

Yum install mariadb-server -y
Systemctl start mariadb
Systemctl enable mariadb

Konfigurirati lozinku i korisnika root.

Mysql_secure_installation #potrebno je proéi kroz osnovnu konfiguraciju

Kreirati bazu i user-a za MediaWiki sustav kroz mariaDB. Baza se mozZe kreirati i pomocu
phpMyAdmin gui sucelja.

Mysgl -u root -p

Create database mediawiki;

Create user 'mediawiki' identified by 'Pa$$word’

Grant all privileges on mediawiki.* to mediawiki@'localhost' identified by 'Pa$$word’;
Flush privileges;

Exit;

Instalirati git clone i MediaWiki sustav git clone-ati na putanju /var/www/mediawiki, no prije toga
potrebno je kreirati direktorij sa pravima.

Yum install git -y
Git clone https://github.com/nginx/nginx.git /var/www/mediawiki



Konfigurirati Nginx virtualnog posluZitelja koji ¢e posluZivati MediaWIki. Kad se konfiguracija dovrsi
potrebno je ponovno pokrenuti Nginx servis. Putanja za konfiguraciju je /etc/nginx/mediawiki.conf

MRC -

« Applications  Places  Text Editor @ it Wedlss 4 WO
Open > & oL L e Swe | = - = x
# HTTP Request will be Redirected to the HTTPS
server {

listen 192.168.1.2:80;

server_name wiki.janach.local;

return 361 https://shostsrequest url;
)

# HTTPS Configuration
server {

listen 192.168.1.2:443 ssl;

server_name wiki.janach.local;
oot /var /www/mediawiki;

index index.php;
autoindex off;

# sSL Certificate Configuration
ssl _certificate /etc/pki/tls/certs/oosl.janach.local.crt;
ssl_certificate key /etc/pki/tls/private/oosl.janach.local.key;

client_max_body size 5m;
client_body_timeout 60;

location / {
try_files suri suri/ @rewrite;

location @rewrite {
rewrite */(.*)$ /index.php?title=$1&sargs;
}
location ~~ /maintenance/ {
return 403;
}

# PHP-FPM Configuration Nginx
location ~ \.phps {
try files Suri =404;
fastcgi_split _path info ~(.+\.php}(/.+)$:
fastcgi_pass unix:/run/php- fpa/php- fpm. sock;
fastcgi_index index.php;
fastcgi_param SCRIPT FILENAME Sdocument root$fastcgi_script_name;
include fastcgi_params;|

PlanTetv TabWdth8v  Ln45Coll2 v NS
5 medmwiicont (etcingradcont d)

Slika 9: prikaz konfiguracije virtualnog posluZitelja za MediaWIki

Dodati zapis host zapis u /etc/hosts za MediaWIki sustav.

Echo -e ,,192.168.1.2\t wiki.janach.local\t mediawiki* >> /etc/hosts

Otvoriti web preglednik i upisati web adresu koja odgovara nazivu posluzitelja i instalirati MediaWiki
sustav. Instalacija je slicna Wordpress-u tako Sto se unose podaci o bazi podataka i korisnika kojeg
smo kreirali uz bazu. Na kraju instalacije potrebno je preuzetidatoteku , LocalSettings.php“ i
premijestiti ju u direktorij /var/www/mediawiki.

Mv /home/student/Downloads/LocalSettings.php /var/www/mediawiki

VMRC ~000C R
& Applications  Places  Firefox @ hr Wedl632 & WO

Antonio janach - Mozilla Firefox

Dashboard « Antonio Janach | X | Antonio Janach projekt - Jus- X | Ar

c e D& jonach tocal.

Whoops! The default skin for your wiki, defined in $wgDefaultSkin as vector , is not available.
You have no installed skins.

If you have just installed or upgraded MediaWiki

You probably installed from git, or directly from the source code using some other method. This is expected. MediaWiki 1.24 and newer doesn't include any skins in the main repository. Try installing some skins from
mediawiki.org's skin directory, by:

« Downloading the tarball installer, which comes with several skins and extensions. You can copy and paste the skins/ directory from it

« Downloading individual skin tarballs from mediawiki.org.

« Using Git to download skins.

Doing this should not interfere with your git repository if you're a MediaWiki developer. See Manual: Skin configuration for information how to enable skins and choose the default
Search
Go
Main Page

MediaWiki has been installed.
Consult the User's Guide for information on using the wiki software.

Getting started eu

t looks ke you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new experience? And by the way, welcome back! Refresh Frefox.. | X

[ ——

Slika 10: Prikaz uspjesno instaliranog MediaWiki sustava koji se pokrece na Nginx servisu



Nakon uspjeSne konfiguracije intranet-a koriste¢i MediaWiki pokrenut na Nginx servisu potrebno je
konfigurirati Extranet koriste¢i Wordpress platformu koja je pokrenuta na Httpd servisu.

Instalirati Httpd i mod_ssl i pokrenuti httpd servis i omoguditi da se pokrece pri podizanju sustava.

Yum install httpd mod_ssl -y
Systemctl start httpd
Systemctl enable httpd

Konfigurirati httpd.conf file na putanji /etc/httpd/conf/httpd.conf.

' 2019-PPS062-KZDS-COST-2- 201 - Viiave Remate Console - o x
e - =) > 0L =N NN
& Applications  Places  Text Editor @ br Wedlsds L W O

Cpen » @ ey Save |2 - & x

#
# This is the main Apache HTTP server configuration file. It contains the
# configuration directives that give the server its instructions.

# see <URL:http://httpd.apache.org/docs/2.4/> for detailed information.

# In particular, see

# <URL:http://httpd.apache.org/docs/2.4/mod/directives. htal>

# for a discussion of each configuration directive

#

# Do NOT simply read the instructions in here without understanding
# what they do. They're here only as hints or reminders. If you are unsure
# consult the online docs. You have been warned

#

# Configuration and logfile names: If the filenames you specify for many

# of the server's control files begin with “/* {or “drive:/* for Win32), the
# server will use that explicit path. If the filenames do *not* begin

# with "/", the value of ServerRoot is prepended -- so 'log/access_log'

# with ServerRoot set to '/www' will be interpreted by the

# server as ' /www/log/access_log*, where as '/logfaccess log' will be

# interpreted as ‘/log/access log".

"
# ServerRoot: The top of the directory tree under which the server's

# configuration, error, and log files are kept.

*

# Do not add a slash at the end of the directory path. If you point

# ServerRoot at a non-local disk, be sure to specify a local disk on the

# Mutex directive, if file-based mutexes are used. If you wish to share the
# same ServerRoot for multiple httpd daemons, you will need to change at

# least PidFile

#
serverRaot “/etc/httpd”

#

# Listen: Allows you te bind Apache to specific IP addresses and/or
# ports, instead of the default. See also the =VirtualHost>

# directive

#
# Change this to Listen on specific IP addresses as shown below to
# prevent Apache from glomming onto all bound IP addresses.

[
#PROMIENITI HTTPD DA SLUSA NA ADRESI DRUGDGA MREZNOG ADAPTERA END256:
Listen 192.165.19.2:80
Listen 192.168.10.2:443

#
# Dynanic Shared Object (DS0) Support
#

Plain Text = Tab Width: & = 4L Cal70 - NS

@ Artonio janach - Mozils Firsfox | 7 *htpdcont (fetchitpd/conf) - ged 1i4

Slika 11: Prikaz konfiguracije httpd.conf file-a

U mariaDB kreirati bazu i user-a za Wordpress platformu.

Mysql -u root -p

Create database wordpress;

Create user 'wordpress' identified by 'Pag$$werd’;

Grant all privileges on wordpress.* to wordpress@'localhost' identified by 'Pa$$werd’;
Flush privileges;

Exit;

Pozicionirati se u tmp folder i u njega skinuti najnoviju verziju Wordpress-a. Iz tar datoteke extract-
ati fajlove u /var/www/html te podesiti prava nad datotekom.

Wget htp://wordpress.org/latest.tar.gz
Tar -xzf latest.tar.gz -C /var/www/html
Chown -R apache:apache /var/www/html/wordpress

10



Konfigurirati www.conf file na putani /etc/httpd/conf.d/www.conf i postaviti certifikate.

wac - 8 d

& Applications  Places  Text Editor

@ hr Wed1706 & W O

Open ~ &
<VirtualHost 192.168.10.2:86>

ServerName www. janach. local

ServerAlias janach.local

Redirect permanent / https://www.janach.local/
</Virtualhost>

<VirtualHost 192.168.10.2:443>
ServerName www.janach. local
serverAlias janach.local

<If “S{HTTP_HOST} == 'janach.local"'“>
Redirect permanent / https://www.janach.local/
</1f>

DocumentRoot /var/www/html

ErrorLog /var/log/httpd/janach-local-error.log
CustomLog /var/log/httpd/janach-local-access.log combined

ssLEngine On
SSLProtocol all -SSLv2 -SSLv3
ssLCertificateFile /etc/pki/tls/certs/oosl.janach.local.crt
sSLCertificateKeyFile /etc/pki/tls/private/oosl.janach.local.key
</Virtualhosts{

W root@oos2:- @ Antonio janach - Mozl Firefox www.conf (/etc/ttpdicont.d)

www.conf

Plain Text »  Tab Widith: & »

n24,Colls ~

Slika 12: prika konfiguracije www.conf file-a

Konfigurirati mod_ssl file na putanji /etc/httpd/conf.d/ssl.conf i tako takoder postaviti certifikate.

Speed-optimized SSL Cipher configuration:

If speed is your main concern (on busy HTTPS servers e.g.),
you might want to force clients to specific, performance
optimized ciphers. In this case, prepend those ciphers

to the SSLCipherSuite list, and enable SSLHonorCipherOrder.
Caveat: by giving precedence to RC4-SHA and AES128-SHA

(as in the example below), most connections will no longer
have perfect forward secrecy - if the server's key is
compromised, captures of past or future traffic must be
considered compromised, too.

#5SLCipherSuite RC4-SHA:AES128-SHA:HIGH:MEDIUM: !aNULL: !MD5
#SSLHonorCipherorder on

oW oW W R R

# Server Certificate:

# Point SSLCertificateFile at a PEM encoded certificate. If

# the certificate is encrypted, then you will be prompted for a
# pass phrase. Note that a kill -HUP will prompt again. A new
# certificate can be generated using the genkey(1l) command.
SSLCertificateFile /etc/pki/tls/certs/oosl.janach.local.crt

If the key is not combined with the
directive to point at the key file.
you've both a RSA and a DSA private key you can configure
both in parallel (to also allow the use of DSA ciphers, etc.
SSLCertlflcateKeyFlle /etc/pki/tls/private/oosl. janach.local.key

certificate, use this
Keep in mind that if

EIEE Y

Server Certificate Chain:

Point SSLCertificateChainFile at a file containing the
concatenation of PEM encoded CA certificates which form the
certificate chain for the server certificate. Alternatively
the referenced file can be the same as SSLCertificateFile
when the CA certificates are directly appended to the server

certificate for convinience.
#CCl rartifiratarhainFila Jatr/nki/tlel/rarte/carvar-rhain rrt

¥ oW W WKW

#
Listen 192.168.10.2:443 https

SSL Global Context

AlL SSL configuration in this context applies both to
the main server and all SsL-enabled virtual hosts

Pass Phrase Dialog:

Configure the pass phrase gathering process

The filtering dialog program (“builtin' is a internal

terminal dialog) has te provide the pass phrase on stdout
SLPassPhraseDialog exec:/usr/libexec/httpd-ssl-pass-dialog

M

# Inter-Process Session Cache:

# Configure the SSL Session Cache: First the mechanism
# to use and second the expiring timeout (in seconds).
ssLsessionCache shmcb: /run/httpd/sslcache (512000)
sSLSessionCacheTimeout 300

# Pseudo Random Number Generator (PRNG):

# Configure one or more sources to seed the PRNG of the

%  ssL library. The seed data should be of good random quality.

# WARNING! On some platforms /dev/random blocks if not enough entropy
# is available. This means you then cannot use the /dev/random device
# because it would lead to very long connection times (as long as

# it requires to make more entropy available). But usually those

# platforns additionally provide a /dev/urandom device which doesn't
# block. So, if available, use this one instead. Read the mod_ssl User
# Manual for more details.

sSLRandomseed startup file:/dev/urandom 256

SSLRandomSeed connect builtin

#5SLRandomSeed startup file:/dev/random 512

#SSLRandomSeed connect file:/dev/random 512

#SSLRandomSeed connect file:/dev/urandom 512

#

# Use “SSLCryptoDevice® to enable any supported hardware

# accelerators. Use "openssl engine -v" to list supported
# engine names. NOTE: If you enable an accelerator and the
# server does not start, consult the error logs and ensure
# your accelerator is functioning properly.

Bl roor@oos2~ @ Antonio janach - Mozila Firefox

Slika 13: prikaz konfiguracije mod_ssl file-a

7] ssl.conf (/etc/httpdrcont.d) - gedit
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Dodati host zapise u /etc/hosts.

Echo -e ,,192.168.10.2\t www.janach.local\t wordpress“ >> /etc/hosts

Otvoriti web preglednik i upisati web adresu koja odgovora nazivu posluzitelja i instalirati Wordpress
platformu. Instalacije je slicna instalaciji MediaWiki platforme tako $to unosimo podatke o bazi
podataka i kreiranog korisnika za Wordpress platformu u mariaDB bazi.

e - ) ¢ PR

«* Applications  Places  Firefox @ hr Wed178 & W O
Dashboard « Antonio Janach projekt — WordPress - Mozilla Firefox “ =X
Dashboard « Antonio Janach | X | Antonio Janach projekt - Jus: X | Antonio janach x |+
« ¢ @ D& janach.local. o @ @ no® =
@ Dashboard Dashboard
Home
1 o
Welcome to WordPress!
A P
0y Meda Get Started Next Steps More Actions.
. ¥ 8w~
. + AddanAb B
é P ]
2 v id
% Pl
e Site Health Status N Quick Draft
o
At a Glance
» t L] g
'
»
. WordPress Events and News
@ It looks like you haven't started Firefox in a while, Do you want to clean it up for a fresh, like-new experience? And by the way, welcome back! Refresh Firefox. X
@ Dashboard « Antonio Janach projekt 1/4

Slika 14: prikaz uspjene instalacije wordpress platoforme
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5.3. File server

File server mora podrzavati SMB protokol, te autorizaciju putem FreelPA protokola. Direktoriji
moraju biti dostupni i kad se korisnik spaja putem VPN pristupa. Kako bi olaksali proSirenja, za
formiranje prostora za pohranu koristiti iSCSI protokol. Osigurati periodicki update svih podataka na
svim posluZiteljima koriste¢i BackupPC. iSCSI target je O0S2 racunalo, a iSCSI initirator je O0S1
raCunalo.

Instalirati targetcli pakete.

Yum install targetcli -y
Putem fdiska kreirati primarne particije cijelog diska na /dev/sdb/sdb1, /dev/sdc/sdc1,
/dev/sdd/sdd1 i promjeniti LVM na diskovima.

Pokrenuti target servis kak obi mogli konfigurirati iSCSI.

Systemctl start target
Systemctl enable target

wec - 2 >0 0 8 ?
s+ Applications  Places  Terminal @ b Tuizao K @O
student@oos2:/dev

File Edt Viey

Slika 15: prikaz konfiguracije iSCSI target-a

Propustiti iSCSI protokol kroz firewall.

Firewall-cmd --permanent --add-port=3260/tcp
Firewall-cmd --reload
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Konfigurirati iscsid.conf na putanj /etc/iscsi/iscsid.conf. Omoguciti CHAP metodu.

# 2019-PPSDS2-KZOS-COS7-2-2019 - YhAware Remate Console - 8 =
VMRC + =] 0D o0 e
s Applications  Places  gedt @ i s A WO
Open v B wiscsid.conf Swe 2] - o =

HERE TR R R
# NIC/HBA and driver settings
e

# open-iscsi can create a session and bind it to a NIC/HBA.
# To set this up see the example iface config file.

P ——
# Startup settings

prrmanaeep s

# To request that the iscsi initd scripts startup a session set to “automatic”.
# node.startup = automatic

-

# To manually startup the session set to "manual®. The default is automatic.
node.startup = automatic

# For *automatic* startup nodes, setting this to *Yes* will try logins on each
# available iface until one succeeds, and then stop. The default “No' will try
# logins on all available ifaces simultaneously

node. leading login = No

PR

# cuap settings
P

# To enable CHAP authentication set node.session.auth.authmethod
# to CHAP. The default is None.
node, session.auth.authmethod = CHAP

# To set a CHAP username and password for imitiator

# authentication by the target{s), uncomment the following Lines:
node. session.auth.usernane = Antenio

node. session.auth.passward = Pagsword

# To set a CHAP username and password for target(s)

# authentication by the initiator, uncomment the following Lines:
#mode . session.auth.username in = usernane in
#node.session.auth.password_in = password in

# Ta enable CHAP authentication for a discovery session to the target
# set discovery.sendtargets.auth.authmethod to CHAP. The default is None.
#discovery.sendtargets.auth.authmethod = CHAP

# To set a discovery session CHAP username and password for the initiater
# authentication by the target(s), uncomment the following Lines:
#discovery.sendtargets.auth. username = username

Plain Text = Tab Width: 8 + 62 Col38  ~ INS

Bl studenu@oos? idey @ ro

fcube Webmal - inbox - Mozl || &g *iscsidcont (fetcriscsi) - gedit 174

Slika 16: prikaz konfiguracije iscsid.conf

Na O0S1 racunalu instalirati iscsi-initiator za client racunalo koje ¢e se povezati na iSCSI-target.

Yum install iscsi-initiator-utils -y

U tekstualni file initiatorname.iscsi postaviti initiatorname.

Echo -e ,,InitiatorName=ign.2003-01.org.linux-iscsi.oo0s2.x8644:sn.c6cfed4460240“ >
/etc/iscsi/initiatorname.iscsi

Discover-ati target koristeé¢i komandu:

Iscsiadm -m discovery -t sendtargets -portal 192.168.1.2

Ulogirati se na discover-ani target.

Iscsiadm -m node -T igqn.2003-01.org.linux-iscsi.o0o0s2.x8644:sn.c6cfe4460240 -p 192.168.1.2 -
-login

Kreirati file sisteme .

Mkfs.xfs -f /dev/sdel
Mkfs.xfs -f /dev/sdfl
Mkfs.xfs -f /dev/sdgl
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Mountati diskove u fstab trajno. Isto tkao nuzno je dodati _netdev kako bi iSCSI bio mountan prije
boot-a.

VMRC + ) [=¥=N=N @ @ R
& Applications  Places  Terminal @ br Mz S WO
root@oos1:~ - = ox

Flle Edt View Search Terminal Help
GNU nano 2.3.1

File: Jetc/fstab

Slika 17: prikaz /etc/fstab trajne konfiguracije iSCSI diskova

Provjeriti da li su diskovi mount-ani.

Df -h -x tmfs -x devtmfs

wac - R O -0 8 8 ¢ QR R
s Applications  Places  Terminal @ b i1z & WO

root@oosl:~ 2 e

File Edt View Search Terminal Help

Slika 18: prikaz provjere iSCSI mount-a diskova
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5.4. Mail server

Cilj je omoguciti lokalno slanje poruka, te pristup kroz web sucelje i forward maila putem
roundCube-a. Roundcube se pokre¢e pomoc¢ httpd servisa. Moguénost koju smo mogli konfigurriati
Sto se ti¢e Roundcube-a je i putem Nginx servisa. No kako bi se ravnomjerno resursi rasporedili
Roundcube biti ¢e instalirani na putem Httpd servisa. Kako bi se Roundcube pokretao preko Httpd
servisa potrebno je napraviti virtualni host mail.janach.local na mreznom adapteru
ens254(192.168.10.2).

Sljedeca konfiguracija odvija se na O0S2 racunalu.

Instalirati postfix servis, pokrenuti ga i omoguciti ga da se pokrecée sa sustavom.

Yum install postfix -y
Systemctl start postfix
Systemctl enable postfix

Dodati dns zapise za postfix preko FreelPA centralnog autorizacijskog posluzitelja.
Ipa dnsrecord-add janach.local @ --mx-rec=“@ mail.janach.local®

Ipa service-add -force SMTP/oosl.janach.local

Propustiti portove preko firewalla.

Firewall-cmd --permanent --add-

port={25/tcp,110/tcp,143/tcp,465/tcp,587/tcp,993/tcp,995/tcp}
Firewall-cmd --reoad

Odkomentirati dio koda u master.cf file-u na putanj /etc/postfix/master.cf

¥ 2019-PPSO62-KZ05-COST-2-2019 - VMware

& Applications  Places  gedit @~ Tuse A WO
open ~ || @ master.cf

av = - x
b
# Postfix master process configuration file. For details on the format
# of the file, see the master(5) manual page (command: "man 5 master).
.
# Do not forget to execute “postfix reload” after editing this file
#
’ wun S ———
# service type private unpriv chroot wakeup maxproc command + args
# (yes) (yes) (yes) (never) (100)
smtp inet n n smtpd
#smtp inet n - n 1 postscreen
#smtpd pass - - n - - smtpd
#dnsblog  unix n [ dnsblog
#tlsproxy unix - n [ tlsproxy
#submission inet n - n - - smtpd

-0 syslog_name=postfix/submission

-0 smtpd_tls _security level=encrypt

-0 smtpd_sasl_auth_enable=yes
# -o smtpd_reject unlisted recipient=no
# -0 smtpd_client restrictions=smua client restrictions
# -0 smtpd_helo_restrictions=$nua_helo_restrictions
# -0 smtpd_sender_restrictionss$mua_sender restrictions

o smtpd recipient restrictions=permit sasl authenticated,reject

-0 milter_macro_daemon name=ORIGINATING
#smtps inet n - n - smtpd
# -0 syslog name=postfix/smtps
# -0 smtpd_tls wrappermode=yes
# -0 sntpd_sasl _auth_enables=yes
# -0 smtpd_reject unlisted recipient=no
# -0 smtpd_client restrictions=$mua client restrictions
# -0 smtpd_helo_restrictions=smua_helo_restrictions
# -0 smtpd_sender_restrictions=$mua sender restrictions
# -0 smtpd_recipient restrictions=permit sasl authenticated,reject
# -0 milter_macro_daemon_name=ORIGINATING
#628 inet n n anapd
pickup  unix n n 60 1 pickup
cleanup unix n - n - 0 cleanup
amgr unix n - n 300 1 qnar
#qngr unix n n 300 1 oqngr
tlsmgr  unix - - n 10007 1 tlsngr
rewrite  unix - - n trivial-rewrite
bounce  unix n 0 bounce
defer unix - n 0 bounce
trace unix - n o bounce
verify  unix n ¥ verify
flush unix n - n 10007 0 flush

PlanText v Tab Width: 8 « nLCll v NS

- i terct (ferclpostf - gedt

Slika 19: prikaz odkomentiranog dijela koda u master.cf datoteci
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Konfigurriati main.cf na putanji /etc/postfix/mail.cf.

Vim /etc/postfix/mail.cf

Myhostname = main.janach.local

Mydomain = janach.local

Myorigin = $myhostname

Inet_interface = all

Inet_protocol all

Mydestination = $myhostname, localhost.$mydomain,localhost

Nakon konfiguracije main.cf potrebno je ponovno pokrenuti postfix servis.

Systemctl restart postfix
Pokusati poslati mail:

Mail -s Proba janach.antonio@gmail.com
Proba slanja mail-a.
CTRL + D #za slanje mail-a

L x & Proba-jansche X 8§
€ (]

ep

~ - e e
Gmail Q § mail
= S -

G
} compose » "

- -
Inbox - '» 210",

Starred ” root A‘ntonlo Janach
4 anach.antonio@gma

Proba slanja mail-a Manage your Google Account

Algebra o Antonio Janach

BTC & Reply » Forward
ENTER posao . Antonio Janach
s: tonio janach.k

Inkubator
&+ Add another account
NullCom = r accoul

Posao
Sign out of all accounts

Meet

m  Start a meeting

B Join a meeting

Chat

 Antonio

Slika 20: mail je uspjesno stigao na adresu

Instalirati dovecot kako bi zadovoljili uvjete instalaciji Roundube-a.

Yum install dovecot -y

Gedit /etc/dovecot/conf.d/10-mail.conf
Mail location = maildir:~/maildir
Systemctl start dovecot

Systemctl enable dovecot

Napraviti bazu podataka za Roundcube.

Mysgql -u root -p
Create database roundcubemail;
Create user 'roundcube' identified by 'Pa$$word’

Grant all privileges on roundcubemail.* to roundcube@'localhost' identified by 'Pa$$werd’
flush privileges;

Exit;
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Preuzeti s interneta Roundcube i prebaciti ga u file /var/www/html

Wget -c https://github.com/roundcube/roundcubemail/releases/download/1.4.5/roundcubemail-
1.4.5-complete.tar.gz

tar -zxpvf roundcubemail-1.4.5-complete.tar.gz -C /var/www/html/

chown -R apache:apache roundcube/

mv roundcube/ /var/www/html/

Potrebno je konfigurirati defaults.inc.php i mail.conf za Roundcube.

Vim /var/www/html/roundcubemail/config/defaults.inc.php
$config[ 'default_host'] = 'mail.janach.local’

$config[ 'default_port'] = 143;

$config['smtp_server'] = 'mail.janach.local’;

$config[ "'smtp_port'] = 25;

Konfigurirati mail.conf na putanji /etc/httpd/conf.d/mail.conf -> virtualni host

s Places gedt
Open ~ & mail.conf

<VirtualHost 192.168.10.2:86>

ServerName mail.janach.local

ServerAlias janach.local

Redirect permanent / https://mail.janach.local/
</Virtualhost>

<VirtualHost 192.168.10.2:443>
ServerName mail.janach.local
serverAlias janach.local

<If "3{HTTP HOST} == 'janach.local' ">
Redirect permanent / https://mail.janach.local/
</1f>

DocumentRoot /var/www/html

ErrorLog /var/log/httpd/janach-local-error.log
CustomLog /var/log/httpd/janach-local-access.log combined

SsLEngine on
SsLProtocol all -SSLv2 -SSLv3
ssiCertificateFile /etc/pki/tls/certs/oosl.janach.local.crt
SSLCertificateKeyFile /etc/pki/tls/private/oosl.janach.local. key
</VirtualHost>

Plain Text »  Tab Widith: 8 = tn1,Coll > NS

Slika 21: prikaz konfiguracije mail.conf file-a

Nakon konfiguracije mail.conf file-a potrebno je ponovno pokrenuti servis httpd i dodati host zapis u
/etc/hosts file.

Systemctl restart httpd
Echo -e ,,192.168.10.2\t www.janach.local\t roundcubemail® >> /etc/hosts

Instalirati roundcube putem web sucelja na adresi mail.janach.local/roundcube. Potrebno je upisati

u installer podatke baze podataka i password. Kad ispunimo podatke za osnovnu konfiguraciju da bi
Roundcube bio instaliran.
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Zatim je potrebno u /var/www/html/roundcubemail/config/config.inc.php dodati:
Sconfig['enable_installer'] = true; Vratiti se na web instalaciju putem web preglednika i upisati
podatke za login u roundcube. (admin, PaSSwOrd). Nakon toga izbrisati instalaciju u folderu. rm -rf
/var/www/html/roundcubemail/config/config.inc.php

I 2015-9PSOR2-KZ0S-COS7-2-2013 - Viware Remate Console - 8 x
VMRC - & O .00 D & Y 2
s Applications  Places  Terminal @ n ikl L WO

student@oos2:/var/www/html - B R

Slika 22: prikaz konfiguracije config.inc.php file-a

waC -

s+ Applications  Places  Firefox

Roundcube Webmail : Inbox - Mozilla Firefox -~ e ox
« Roundcube Webmai = In X | 4
& c @ o Janach.local -0 no® =
e = g c
admin@mail janach Jocal k = ©& = i ®
Optons Retresh Mo
Q =
The lst s empy.
174

Il stusent@oos2:var/vwwwihtml @ Roundeube Webmal = Inbox - Mozl

Slika 23: prikaz uspjesne instalacije Roundcube-a
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5.5. Backup

U ovome poglavlju cilj je osigurati periodicki backup svih podataka na svim posluZziteljima i pritom
koristiti softver BackupPC. Sljedeée naredbe potrebno je upisati u terminal na oba rac¢unala. Oba
racunala uklju¢uje O0S1 i O0S2.

Pokrenuti update na oba rac¢unala i instalirati BackupPC servis uz ostale pakete.

yum update -y
yum install epel-releases
yum install backuppc nfs-utils nfs-utils-1lib bzip2

Pokrenuti servis BackupPC na oba racunala omogucditi da se pokreée prilikom pokretanja rac¢unala.

systemctl start backuppc
systemctl enable backuppc

Postaviti permission-e na direktorije.

cd /usr/share/BackupPC/

chown backuppc:apache sbin/*
cd /usr/share/BackupPC/sbin
chmod u+s BackupPC_Admin
usermod -s /bin/bash backuppc

Omoguciti portove na firewall-u.

firewall-cmd --permanent -zone=public -add-port=80/tcp

firewall-cmd -reload

Konfigurirati BackupPC konfiguracijski fajl na putanji /etc/BackupPC/config.pl i upisati sljedece na
poledinu dokumenta.

$Conf{CgiAdminUsers} = 'backuppc';

$Conf{PingPath} = '/bin/ping"';

Editirati Apache konfiguracijski file na putanji /etc/httpd/conf.d/BackupPC.conf. Na O0S1 postaviti
192.168.1.1 IP adresu, a na 00S2 192.168.1.2.

Slika 24: prikaz konfiguracije BackupPC.conf

Kreirati username i password za BackupPC GUI sucelje koje se nalazi na web pregledniku.

htpasswd -c /etc/BackupPC/apache.users backuppc
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Zatim ponovno pokrenuti httpd i BackupPC servis.

Systemctl restart httpd
Systemctl restart backuppc

Dodati key na remote strani servera.

su - backuppc
ssh-keygen -t rsa

ssh-copy-id root@192.168.1.1 (192.168.1.2 za 00S2 racunalo)
Upaliti web preglednik i upisati adresu koju koristi httpd/BackupPC. Potrebno je u web GUI sucelju

od BackupPC-a dodati host ens192 mreznog adaptera i pod xfer dodati '*' na ,,BackupFilesOnly”.

Pokrenuti full backup PC-a.

@ BsckupPC: File arityBackupPCipe.. Il roct@oosz-

Slika 25: prikaz BackupPC sucelja u kojem se vidi da je pokrenuti full backup PC-a

] P 2015-PPS0624Z05-COST-2-2018 - VWhnare Remote Consale - 0 x
VMRC - & o eeoe e % % %] wme- 2 0 ~O00D8 0% ®
< Arnleatins  Plarsc  Firsfow . _ | = pplications  Places  Firefux he P26 A& W O

BackupPC: Host 10.10.48.31 Backup Summary - Morilla Firefox - s ox BackupPC: File /var/lib/BackupPC//pc/10.10.48.30/L.0G.062020 - Mozilla Firefox e ox
[ BackupPC: Host 10.10.4¢ x  + 03 BackupPC: File ivar/libiB- X | +
&« ¢ @ T 192.168.10.1 @ fr noe® =|«¢ c @ O mail janach. local B o D& =
Gmp pr  Host10.10.48.31 Backup Summary File ivarllib/BackupPC/lpc/10.10.48.30/LOG.062020
This PC has never been backed up!! Contenes of e /var/Lib/BackupPC//pc/10.10. 48, 30/L0G. 062020, modived 2020-06-05 1207.02
« Last staus 5 state “backup in progress” as of 65 1229, 2020-06-05 12:00:00 full backup started for directary /
 PINgs 10 10.10.48. 31 Nave SUCCES0 1 CONSECULIVE IMeS. 2620-86-05 12:60:01 Got fatal error during xfer (Unable to read 4 bytes)
2020-06-05 12:09:06 Backup aborted (Unable to read 4 bytes)
User Actions 2020-96-5 12:00:39 full backup started for directary /
Edi Contig 2028-66-B5 12:00:40 Got fatal error during xfer (Unable To resd 4 byres)
— m 2020-66-05 12:00:45 Backup aborted (Unable to read 4 bytes)
Sttr o Baciop SkpDequrvetachp Edit Conig 2828-86-85 12:07:02 full backup started for airectary /
Hosts
10104831 v Backup Summary
Click on the backup number 1o browse an restore backup fles 10104830 v
[  — T T T T
Lovel[Start Bakup Pain|
= [Rachupd [yt v s o] [sare s
Go
Xfer Error Summary e
Sy
[ Bachaps | Type | View | wxteroms | shadnios | shadshare | mar s
File SizelCount Reuse Summary
Existing s are those sreacy i the pooi new files ave those adosd to the pool, Empty files and SME enors aren't counted in Ema "
he reuse and new counts. CurEIQueues
Documenason
[ | Totals | existngFiles | NewFies | .y
| Backups | Type | #Files | SizeMB | MBisec | #Fiies | SizeiMB | #Files | StzeiMB | SouceForge
Compression Summary
‘Compression pertormance for fles arEagy i he pool SN newly Compressed fles
I [ enngrim | o Files 1
[ Backup [ ype] Gomp Love | Sizette | Gompas | Gomp | SizeiMe | CompiMe | Gomply
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5.6. Pristup VPN-om

Cilj je omoguciti da se centralno administrirani korisnici mogu ulogirati u cijenu infrastrukturu na
kontrolirani nacin. U tu svrhu potrebno je instalirati OpenVPN posluZitelj. Prije svega treba odrediti
OpenVPN server i klijent koji ¢e se spajati na njega. U ovome sluc¢aju OpenVPN server je 0O0S2, a
00S1 je klijent racunalo. Potrebno je izdati certifikate pomocu easy-rsa te napraviti konfiguracijski
file server.conf u kojem se navode svi izdani certifikati sa log file-ovima i postavkama. Na klijentskoj
strani potrebno je kreirati konfiguracijski file imena client.ovpn te navesti sve certifikate i ostale
postavke za spajanje na O0S2 racunalo.

Sljedece naredbe pokrecu se u terminalu na O0S2 racunalu.

Instalirati openvpn i easy-rsa pakete.

yum install easy-rsa openvpn -y

Rekurzivno kopirati sve datoteke easy-rsa direktorija.

cp -r /usr/share/easy-rsa /etc/openvpn

Pomocu easy-rsa pokrenuti inicijalizaciju PKI direktorija gdje ¢e se pohranjivati kljucevi i certifikati.

./easyrsa init-pki
Zapodeti proces generiranja certifikata i klju¢a. Potrebno je upisati passphrase (Pa$SwO0rd). Te
common name: 00os2.janach.local

./easyrsa build-ca
Pokrenuti izradu certifikata i kljuceva za server racunalo sa opcijom nopass gdje onemogucavamo
opciju stalnog pisanja password kod svakog pokretanja openvpn-a.

./easyrsa build-server-full oos2.janach.local nopass

Pokrenuti generiranje 'Diffie-Hellman key exchange' fajla koji sluzi za sigurnu izmjenu kljuceva preko
zasti¢enog kanala.

./easyrsa gen-dh
Pokrenuti izradu certifikata i klju¢eva za client racunalo sa opcijom nopass gdje onemogucavamo
opciju stalnog pisanja password kod svakog pokretanja openvpn-a.

./easyrsa build-client-full client nopass

Slika 26: prikaz uspjesno izdanih certifikata
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Kreirati server.conf file unutar /etc/openvpn putanje.

touch server.conf

Konfigurirati taj file na nacin da upiSemo sljedece: default port za OpenVpn, protokol koji ¢e koristiti,
oglasiti certifikate koji se nalaze u odredenim putanjama, IP range gdje ¢e client racunalo dobiti novu
adresu prilikom spajanja na server, preusmjeravanje cijelokupnog prometa izmedu dvije masine kroz
VPN konekciju, postavke DNS-a, ukljuciti TLS autentikaciju.

root@oos2:/etc/openvpn

Slika 27: prikaz konfiguracije server.conf file-a

Potrebno je kreirati log file koji je naveden u server.conf fajlu i postaviti permissione nad tim
direktorijem.

mkdir -p /var/log/openvpn

touch /var/log/openvpn/openvpn.log

chmod 777 /var/log/openvpn/openvpn.log

Uspostaviti rutu po kojoj ¢e OpenVPN slati pakete. Da bi to radilo potrebno je propustiti OpenVpn
kroz firewall i ukljuciti masquerade opciju.

firewall-cmd -zone=public -add-service openvpn -permanent
firewall-cmd -add-masquerade --permanent

firewall-cmd -permanent -direct -passthrough ipv4 -t nat -A POSTROUTING -s 172.16.100.0/24
-0 ens192 -j MASQUERADE

firewall-cmd -reload

Konfigurirati sysctl.conf file na putanji /etc/sysctl.conf

net.ipv4.ip_forward = 1

Dodati semanage context.

ausearch -c 'openvpn' -raw | audit2allow -M my-openvpn
semodule -i my-openvpn.pp

Restartati network i openvpn@server servis.

systemctl restart network
systemctl restart openvpn@server
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Sad je sve izgenerirane kljuceve i certifikate potrebno poslati na oos1 klijentsko ra¢unalo putem
smtp-a, no prije toga je potrebno generirati SSH klju¢ na oos2 racunalu i kopirati klju¢ na oos1
racunalo.

Slika 28: prikaz generiranja kljuceva na O0S2 racunalu

' 2015-PPSO62-KZ0S-COS7-2-2019 - VMware Remote Console
VMRC ~ % © > 0 B E BRER
s Applications  Places  Terminal @ n 19N &4 WO

root@oos2:/etc/openvpn T

File Edt View Search Terminal Help

Slika 29: prikaz uspjesno poslanih kljuceva na OOS1 racunalo
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Sljedece naredbe potrebno je upisati u terminal O0S1 ra¢unala koje u ovome slucaju sluzi kao
klijenstsko racunalo za VPN.

Provjeriti da li su na oos1 poslani certifikati.

[root@oosl openvpn]# ls

client client.ovpn openvpn.tlsauth pki server
[root@oosl openvpnl# cd pki/

[root@oosl pkil]# 1s

ca.crt client.crt client.key oo0s2.janach.local.crt
[root@oosl pkil#

[ root@ocosl/etc/openvpn/pki

31 Back 174

S[cL

Slika 30: prikaz uspjesno posalnih certifikata na O0S1 racunalo

Kreirati file client.ovpn na putanji /etc/openvpn/client.ovpn.

wwc - 8 ~0 e a B R

& Applications _ Places_ Terminl W Fi194 A, WO
root@oosL:/etc/openvpn - e ox

Fle Edt View Search Teminal Help

Brient

proto udp

renote 192.168.10.2 1194
tun
retry infinite

pe
renate-cert-eku “TLS Web Server Authentication
verify-x509-name 00s2.janach.local name
tun-ntu 1560

tun-ntu-extra 32

t. ke:
tls-crypt /etc/openvpn/apenvpn.tlsauth

auth-nocache

Slika 31: prikaz kreiranog client.ovpn file-a

Spojiti se klijentom pomoc¢u VPN-a na 0os2 racunalo.

openvpn —config /etc/openvpn/client.ovpn

e -

& Applications  Places  Terminal he Fi1955 & W O

B E

8 d Y

@

root@oos1:/etc/openvpn

File Edt View Search Terminal Help

[root@oos1 openvpnl# openvpn --config /etc/openvpn/client.ovpn

Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun

Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun
Fri Jun

5 17:40:40 2020 OpenVPN 2.4.9 x86_64-redhat-linux-gnu [Fedora EPEL patched] [SSL (OpenssL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Apr 24 2020
5 17:46:40 2020 library versions: OpenSSL 1.6.2k-fips 26 Jan 2017, LZ0 2.06
5 17:40:46 2020 Outgoing Control Channel Encryption: Cipher 'AES-256-CTR' initialized with 256 bit key

5 17:40:40 2026 Outgoing Control Channel Encryption: Using 256 bit message hash 'SHA256' for HMAC authentication

5 17:46:40 2020 Incoming Control Channel Encryption: Cipher 'AES-256-CTR' initialized with 256 bit ke:

5 17:46:40 2020 Incoming Control Channel Encryption: Using 256 bit message hash 'SHA256' for HMAC authentication

5 17:40:40 2020 TCP/UDP: Preserving recently used remote address: [AF INET]192.168.10.2:1194

5 17:40:40 2020 Socket Buffers: R=[212992->212992] $=[212992->212992]

5 17:40:40 2026 UDP link local: (not bound)

5 17:40:48 2020 UDP link remote: [AF_INET]192.168.10.2:1194

5 17:40:40 2020 TLS: Initial packet from [AF INET]192.168.10.2:1194, sid=4f3cc393 46b59dd0

5 17:46:40 2020 VERIFY OK: depth=1, CN=00s2.janach.local

5 17:46:40 2020 Validating certificate extended key usage

5 17:40:40 2020 ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication

5 17:40:40 2020 VERIFY EKU OK

5 17:40:40 2020 VERIFY XS09NAME OK: CN=00s2.janach.local

5 17:46:40 2020 VERIFY OK: depth=6, CN=00s2.janach.local

5 17:40:46 2020 Control Channel: TLSv1.2, cipher TLSv1/SSLv3 ECDHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

5 17:40:40 2020 [0052.janach.local] Peer Connection Initiated with [AF INET]192.168.10.2:1194

5 17:46:41 2020 SENT CONTROL [00s2.janach.locall: 'PUSH_REQUEST' (status=1)

5 17:40:41 2020 PUSH: Received control message: 'PUSH REPLY,redirect-gateway defl bypass-dhcp,dhcp-option DNS 8.8.8.8,dhcp-option DNS 8.8.4.4,route-gateway 172.16.100.1,topology subnet,ping 5,ping-resta
rt 30,ifconfig 172.16.100.2 255.255.255.0,peer-id 0,cipher AES-256-GCM'

5 17:46:41 2026 OPTIONS IMPORT: timers and/or timeouts modified
5 17:40:41 2020 OPTIONS IMPORT: --ifconfig/up options modified
5 17:46:41 2020 OPTIONS IMPORT: route options modified

5 17:40:41 2620 OPTIONS IMPORT: route-related options modified
5 17:40:41 2020 OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

5 17:46:41 2020 OPTIONS IMPORT: peer-id set

5 17:46:41 2020 OPTIONS IMPORT: adjusting link mtu to 1657

5 17:40:41 2020 OPTIONS IMPORT: data channel crypto options modified

5 17:40:41 2020 Data Channel: using negotiated cipher 'AES-256-GCH

5 17:49:41 2020 Outgoing Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key

5 17:46:41 2020 Incoming Data Channel: Cipher 'AES-256-GCM' initialized with 256 bit key

5 17:40:41 2020 ROUTE GATEWAY 16.10.51.254/255.255.252.0 IFACE=ens192 HWADDR=00:50:56:8b:ec:cd
5 17:40:41 2620 TUN/TAP device tund opened

5 17:46:41 2020 TUN/TAP TX queue length set to 100

5 17:46:41 2020 /sbin/ip link set dev tun® up mtu 1560

5 17:40:41 2020 /sbin/ip addr add dev tund 172.16.100.2/24 broadcast 172.16.100.255

5 17:40:41 2020 /sbin/ip route add 192.168.10.2/32 via 10.10.51.254
5 17:40:41 2020 /sbin/ip route add 0.0.6.6/1 via 172.16.100.1

5 17:40:42 2020 /sbin/ip route add 128.0.0.8/1 via 172.16.100.1

5 17:40 leted

Slika 32: prikaz spajanja s klijentskog racunala 00S1 na 00S2 VPN-om
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Provjeriti ifconfig naredbom da li je racunalu dodjeljena IP adresa.

PPSOR2-KZ0S-COST-1-2019 - VMare Remote Console - o x
e ~ % O SR=Y: R
& Applications  Places  Terminal he Fi2000 & W@ O

root@oos1:/etc/openvpn o 5 &
File Edt View Search Terminal Help
inet6 feso::facB:ded6:bedd:9184 prefixlen 64 scopeid Ox26<link>
inet6 fes0::1a50:5927:4a53:6bbd prefixlen 64 scopeid Ox20<link>
inet6 fese::47c7:4dca:edb7:1523 prefixlen 64 scopeid 6x20<link>
ether 00:50:56:8bzec:cd txqueuelen 1008 (Ethernet)
RX packets 327384785 bytes 464597618304 (432.6 GiB)
RX errors © dropped @ overruns 0 frame 8
TX packets 32313893 bytes 444187942951 (413.6 GiB)
TX errors 6 dropped @ overruns 6 carrier 0 collisions 6
device interrupt 19 memory 0xfd4apeeo-fd4ceee

ens224: flags=4163<UP,BROADCAST,RUNNING  MULTICAST> mtu 1500
inet 192.168.1.1 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fego::250:561f:fegb:6b2 prefixlen 64 scopeid 0x20<link>
ether 00:50:56:8b:06:b2 txqueuelen 1000 (Ethernet)
RX packets 18544 bytes 18693167 (17.2 MiB)
RX errors 0 dropped 66 overruns @ frame 8
TX packets 22094 bytes 8901801 (8.4 MiB)
TX errors 0 dropped ® overruns @ carrier 8 collisions ©

€ns256: 11ags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 192.168.10.1 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 feso::250:56ff:fesb:ab7d prefixlen 64 scopeid 8x20<link>
ether 00:50:56:8b:ab:7d txqueuelen 1000 (Ethernet)
RX packets 879 bytes 123059 (120.1 KiB)
RX errors ® dropped 64 overruns ® frame 8
TX packets 620 bytes 91326 (89.1 KiB)
TX errors 8 dropped 6 overruns @ carrier 8 collisions @

lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65535
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x16<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 10927 bytes 2356501 (2.2 Mi8)
RX errors 0 dropped 8 overruns @ frame 0
TX packets 10927 bytes 2356501 (2.2 MiB)
TX errors ® dropped @ overruns ® carrier 8 collisions ©

tund: flags=4305<UP,POINTOPOINT ,RUNNING, NOARP  MULTICAST> mtu 1560
inet 172,16.100.2 netmask 255.255.255.0 destination 172.16.100.2
inet6 fese::d602:4d58:d964:9580 prefixlen 64 scopeid 6x20<link>
unspec 00-00-00-00-00-00-60-00-00-00-60-00-00-00-00-00 txqueuelen 100 (UNSPEC)
RX packets 0 bytes 0 (0.0 B) j
RX errors © dropped @ overruns  frame & d

TX packets 53 bytes 3668

(3.5 KiB)

TX errors @ dropped 0 overruns @ carrier 8 collisions @

[root@oos1 openvpnl# [l

B (o0t @oostetclopenipn

Slika 33: prikaz dodjeljene IP adrese

OpenVPN je uspjesno konfiguriran.

VMRC +

< Applications  Places  Terminal

VMRC ~

hoSat1937 & W O

Applications  Places  Terminal

hr Sat1937 % W O

Fle Edt View Search Terminal Help

64 bytes from 172.16.100.1: icmp
from 172.16.100.1: icmp
172.16.160.1: icmp

172.16.100.1: fcmp s

1

1

1

1
172.16.100.1: icmp
rom 172.16.100.1: icmp
64 bytes from 172.16.106.1: icmp
64 bytes from 172.16.100.1: icmp
64 bytes from 172.16.100.1

172.16.160.1 ping statistics

9 packets transmitted, 9 received,

[root@oos1 openvpn]#

2l root@oos1Jetclopempn

[root@oos1 openvpn]# ping 172.16.160.1
PING 172.16.100.1 (172.16.100.1) 56(84) bytes of data

icmp_seq=9 ttl=64 time=0

rtt min/avg/max/mdev = 0.399/1.892/3.664/1.852 ms

root@oos1:/etc/openvpn = (i

Flle Edt View Search Temminal Help

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

% packet loss, time 8088ms

W coot@oos2 fetclopenvpn

Slika 34: prikaz uspjesne konfiguracije OpenVPN-a
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5.7. Semanage

U semanage-u rijeSeni su svi aleart-ovi te je dostupnost na sve web stranice preko web preglednika
dostupna.

WRC - 3 ~0B068 0% % %] we G > oae%
& Applications  Places  Firefox hr Sat1444 2% 4 O [« Applications Places  SELinux Troubleshooter hr Satldds & o O
Antonio Janach projekt - Just another WordPress site - Mozilla Firefox - s ox o janach - Morilla Firefox - & x
3 BackupPC: Host 10 X | W Identity Managem- X | Antonio Janach projel. X | Antonio janach X | & Roundcube Webrr X | + | Antonio Janach projekt - Jus X | Antonio janach X | & Roundcube Webmall V' X | ® Identity Management X | +
€ Cc @ oy janach.tocal 7] n o & € c @ D & vaki janach.local . 2R W o =
° o Whoops! The default skin for your wiki, defined in $wgDefaultSkin as vector, is not available.
Antonio Janach projekt
Q e You have no Installed skins.
Sk Just another WordPress site

If you have just installed or upgraded MediaWiki

You probably installed from git, or directly from the source code using some other method. This is
expected. MediaWiki 1.24 and newer doesn't include any skins in the main repository. Try installing some
skins from mediawiki.org's skin directory, by:

+ Downloading the tarball installer, which comes with several skins and extensions. You can copy and

paste the skins/ directory from it.
« Downloading individual skin tarballs from mediawiki.org.
« Using Git to download skins.

Doing this should not interfere with your git repository if you're a MediaWiki developer. See Manual: Skin

' configuration for information how to enable skins and choose the default.
Hello world!

Search
2 ByAntonio £ June3 2020 (J 1Comment . -

UNCATEGORIZED

SELinux Alert Browser = n

% No Alerts. Would you like to receive alerts? (e Yes No
Main Page ’

Welcome to WordPress. This is your first post. Edit or delete it, then

MediaWiki has been
start writing!

T g
Consult the User's Gui| oot

Getting started

. figuration setti|

.

o Localise MediaWiki fo

o Learn how to combat spam o

‘ LU Archives
June 2020 N
® Il root@oosi- @ Antonio Janach peojekt - Just anoth. @ Antonio janach - Mozilla Firefox @ SeLinux Alert Browser

Slika 35: prikaz semanage alert-ova i dostupnosti na sve web stranice preko web preglednika
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7. Reference

FreelPA:

https://www.howtoforge.com/how-to-install-freeipa-server-on-centos-7/

https://www.linuxtechi.com/install-configure-freeipa-centos-7-server/

https://www.freeipa.org/page/Quick Start Guide

https://www.digitalocean.com/community/tutorials/how-to-set-up-centralized-linux-
authentication-with-freeipa-on-centos-7

Intranet i extranet:
Nginx, certovi i mediawiki:

https://www.digitalocean.com/community/tutorials/how-to-install-nginx-on-centos-7

https://www.cyberciti.biz/fag/how-to-install-and-use-nginx-on-centos-7-rhel-7/

https://www.nginx.com/resources/wiki/start/topics/tutorials/install/

Certifikati za TLS: https://www.freeipa.org/page/Certmonger

Certifikati za TLS: https://www.freeipa.org/page/PKIl

MediaWiki: https://websiteforstudents.com/install-mediawiki-ubuntu-17-04-17-10-
nginx-mariadb-php/

MediaWiki: https://www.howtoforge.com/tutorial/how-to-install-mediawiki-with-nginx-

on-ubuntu-1604/

MediaWiki: https://www.nginx.com/resources/wiki/start/topics/recipes/mediawiki/

Httpd i wordpress:

https://www.digitalocean.com/community/tutorials/how-to-install-the-apache-web-
server-on-centos-7

https://phoenixnap.com/kb/install-apache-on-centos-7

https://www.liquidweb.com/kb/how-to-install-apache-on-centos-7/

Wordpress: https://www.digitalocean.com/community/tutorials/how-to-install-
wordpress-on-centos-7

Wordpress: https://devops.ionos.com/tutorials/how-to-install-and-configure-
wordpress-on-centos-7/

VirtualHosts: https://httpd.apache.org/docs/2.4/vhosts/examples.html
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File Server:

https://kifarunix.com/how-install-and-configure-iscsi-storage-server-on-centos-7/

https://www.thegeekdiary.com/complete-guide-to-configuring-iscsi-in-centos-rhel-7/

https://www.itzgeek.com/how-tos/linux/centos-how-tos/configure-iscsi-target-initiator-
on-centos-7-rhel7.html

Web server:

Postfix:
https://www.digitalocean.com/community/tutorials/how-to-install-the-apache-web-
server-on-centos-7
https://phoenixnap.com/kb/install-apache-on-centos-7
https://www.liguidweb.com/kb/how-to-install-apache-on-centos-7/

Roundcube:
https://www.tecmint.com/install-roundcube-webmail-on-centos-7/
https://www.linuxtechi.com/install-latest-version-of-roundcube-centos-7/
https://www.server-world.info/en/note?0s=CentOS 7&p=httpd&f=13
https://www.arubacloud.com/tutorial/how-to-manage-mailboxes-with-roundcube-on-
centos-7.aspx

BackupPC:

https://www.veritech.net/centos-7-backuppc-installation-guide/

https://wiki.centos.org/HowTos/BackupPC

https://neklaf.com/2016/03/05/install-and-set-up-backuppc-on-centos-7/

Pristup VPN-om:

https://www.quickservers.com/en/how-to-install-openvpn-on-centos.php

https://www.digitalocean.com/community/tutorials/how-to-set-up-and-configure-an-
openvpn-server-on-centos-7

https://www.cyberciti.biz/faq/centos-7-0-set-up-openvpn-server-in-5-minutes/

https://blog.ssdnodes.com/blog/install-openvpn-centos-7-tutorial/
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